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This handbook isintended for use primarily by Department of Defense (DOD) installation commanders,
supported by staff members, as a management tool to self-assess,1 prioritize, and manage mission-related
vulnerabilities and risks that may be exposed or created by connectivity to ICS. ICSinclude a variety of
systems or mechanisms used to monitor and/or operate critical infrastructure elements, such as electricity,
water, natural gas, fuels, entry and access (doors, buildings, gates), heating & air-conditioning, runway
lighting, etc. Other terms often heard include SCADA, DCS, or EMCS.2 Throughout this book the term
“ICS” is used as encompassing such variations. This book isintentionally generic. Whatever the category of
ICS, the approach to vulnerability assessment and risk management is similar. The applicability of actions
recommended here may be extended to any DOD miilitary installation regardless of the specific categories of
ICS encountered. In keeping with the generic approach and due primarily to the unique nature of each
installation’ s infrastructure, beyond a couple of exceptions there are no checklists, standard operating
procedures (SOP), or similar sets of lock-step actions provided here. However, arisk management team
using the handbook likely will want to develop checklists tailored to their specific circumstances. Among
other purposes, this handbook is intended to increase awareness of how athreat related to the ICS itself
tranglates into a threat to the mission, either directly through the ICS or circuitously via network connections.
Every military installation has numerous mission-support processes and systems controlled by, or that
otherwise depend on, ICS. Every connection or access point represents potential vulnerabilities and,
therefore, risksto the system under control (i.e., electrical, water, emergency services, etc.), which can
escalate quickly to adverse impact on mission essential functions (MEF) and mission accomplishment.
Fundamentally then, this handbook is provided to help the installation leadership conduct arisk self-
assessment focused on ICS and supported missions and then implement plans to manage that risk. Most of
the information contained herein is not unique to this publication. Two unique aspects are: (1) the
aggregation of disparate information into one place, distilling essentials, and tailoring to DOD installation
leadership; and (2) bringing cyber/information technology (IT), civil engineers, public works, and mission
operators together with a singular focus on ICS security in support of missions. This handbook (via
Appendices) also points to additional resources.
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From reader reviews:
Barbara Taylor:

Reading a guide can be one of alot of pastime that everyone in the world enjoys. Do you like reading book
consequently. There are alot of reasons why people enjoyed. First reading a guide will give you alot of new
facts. When you read a guide you will get new information mainly because book is one of many ways to
share the information or even their idea. Second, reading through a book will make a person more
imaginative. When you studying a book especially hype book the author will bring you to definitely imagine
the story how the personas do it anything. Third, it is possible to share your knowledge to some others. When
you read this Handbook for Self-Assessing Security Vulnerabilities and Risk of Industrial Control Systems
on DOD Ingtallations, you are able to tells your family, friends and also soon about yours guide. Y our
knowledge can inspire others, make them reading a e-book.

Arthur Sanchez:

A lot of people always spent their very own free time to vacation or maybe go to the outside with them loved
ones or their friend. Were you aware? Many alot of people spent they will free time just watching TV, or
playing video games all day long. In order to try to find a new activity honestly, that is ook different you can
read abook. It isreally fun for you personally. If you enjoy the book you read you can spent 24 hours a day
to reading a e-book. The book Handbook for Self-Assessing Security Vulnerabilities and Risk of Industrial
Control Systems on DOD Installations it is quite good to read. There are alot of folks that recommended this
book. They were enjoying reading this book. If you did not have enough space to bring this book you can
buy often the e-book. Y ou can mQore easily to read this book from a smart phone. The price is not too costly
but this book offers high quality.

Molly Marquis:

Do you have something that you like such as book? The reserve lovers usually prefer to pick book like
comic, short story and the biggest oneis novel. Now, why not striving Handbook for Self-Assessing Security
Vulnerabilities and Risk of Industrial Control Systems on DOD Installations that give your entertainment
preference will be satisfied by smply reading this book. Reading behavior all over the world can be said as
the opportinity for people to know world considerably better then how they react toward the world. It can't
be claimed constantly that reading behavior only for the geeky person but for al of you who wantsto end up
being success person. So , for every you who want to start reading through as your good habit, you can pick
Handbook for Self-Assessing Security Vulnerabilities and Risk of Industrial Control Systems on DOD
Installations become your current starter.

Harry Cofield:

A lot of book has printed but it is different. You can get it by world wide web on social media. Y ou can
choose the best book for you, science, comedian, novel, or whatever by simply searching from it. It is



referred to as of book Handbook for Self-Assessing Security Vulnerabilities and Risk of Industrial Control
Systems on DOD |nstallations. Contain your knowledge by it. Without leaving behind the printed book, it
might add your knowledge and make you actually happier to read. It is most significant that, you must aware
about publication. It can bring you from one location to other place.
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